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ABSTRACT 

The important role in cloud is cloud security, here we 

overcome security issues in our project. In our system we 

are using own auditing based on token generation. The 

token values are compared with original tokens to find out 

changes about the file. Users can login into their account 

then they upload their files. The files will be stored into the 

cloud storage with two tier security . The original file 

content split into three parts and  it will be stored into three 

different cloud server locations, after getting encrypted. 

Now hacking  is not possible against two tier block. They 

need first to decrypt the files and combine the splitted 

files.we can download files from the server with file owner 

permission. At the time of downloading, key generated will 

be sending to file owner. After getting key from file owner, 

we can download file with verification process. 

Keywords: Two tier security, Token generation, cloud server, 

file owner permission. 

1 INTRODUCTION 

Cloud computing is a technology that provides the best 

service for storage. Cloud storage allows the user to move 

data from their local systems to the Cloud.The cloud which 

contains data is seen as valuable to few people with 

malicious target. cloud storage is easy to come by different 

services with a free space to just for signing up but those 

services are looking at the files upload and most 

importantly with services encrypt personal data. Although 

security in the cloud is generally good,the hacker's don't 

have definite target that they can attack there still are some 

serious security concerns.for instance,the 

interconnectedness of server in the cloud may lead to a 

situation in which hacker breaches one system and they can 

make their own way into other linked systems. 

 

 

 

This paper is mainly concentrates on the security issues. 

Here we are using the own auditing with the help of token 

generation. Using this token generation technique , we can 

find out the changes about the file by comparing the token 

values. Users can login into their account and get secret 

key from key server to upload their files. Then the files 

will be stored into the cloud storage. we provide the two 

tier security for uploaded files.  The original file can be 

stored into three different cloud server location ,by 

splitting into three parts with encryption.In cloud server 

tokens can be generated for each splitted file and it can be 

stored into database. If someone try to hack at the cloud 

server is impossible to break the two tier block. They need 

first decrypt the files and also combine the splitted files 

from three different locations. This is not possible by 

anyone.User which have access privilege from file owner 

can able to view the file. At the time of download 

randomly key generated (code based key generation) will 

send to the file owner. User can download and update the 

file by using randomly generated key from the file 

owner.After auditing the files with tokens,an alert message 

will be send to the file owner,to upload the files into cloud. 

 

1.1 Two Tier Security 

 

A Two Tier security technique is an interface runs on a 

client and datastructure gets stored on a server .Separating 

these components into different location represent a two 

tier security scheme. 

 

1.2 Token Generation 

 

Token Generation allows for secure transmision of files 

which can stored in cloud.whenever the changes are made 

in the files,tokens are compared with the original token and 

an alert message is send to file owner. 
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1.3 Cloud Server 

 

A Cloud server is a logical server that is built ,hosted and 

delivered through a cloud computing platform over the 

internet.Cloud server possess and exhibit similar 

capabilities and functionality to a typical server but are 

accessed remotely from a cloud service provider. 

 

1.4 File Owner Permission 

 

The user gets access priviledge to view the file from file 

owner.And also User needs permission to update and 

download a file. 

 

2 EXISTING SYSTEM  

 

To protect outsourced data in cloud storage against 

corruptions, adding fault tolerance to cloud storage 

together with data integrity checking and failure reparation 

becomes critical. Recently, regenerating codes have gained 

popularity due to their lower repair bandwidth while 

providing fault tolerance. Here third party public auditing 

scheme for the regenerating-code-based cloud storage. To 

solve the regeneration problem of failed authenticators in 

the absence of data owners, we introduce a proxy, which is 

privileged to regenerate the authenticators, into the 

traditional public auditing system model. Moreover, we 

design a novel public verifiable authenticator, which is 

generated by a couple of keys and can be regenerated using 

partial keys. Thus, our scheme can completely release data 

owners from online burden. In addition, we randomize the 

encode coefficients with a pseudorandom function to 

preserve data privacy. Extensive security analysis shows 

that our scheme is provable secure under random oracle 

model and experimental evaluation indicates that our 

scheme is highly efficient and can be feasibly integrated 

into the regenerating code- based cloud storage. 

 

2.1 Algorithm 

 

The data owner maintains this procedure to initialize the 

auditing scheme. 

 

KeyGen(1κ) → (pk, sk): This polynomial-time algorithm 

is run by the data owner to initialize its public and secret 

parameters by taking a security parameter κ as input. 

 

Degelation(sk) →  (x): This algorithm represents the 

interaction between the data owner and proxy. The data 

owner delivers partial secret key x to the proxy through a 

secure approach. 

 

SigAndBlockGen(sk, F) →  (,, t): This polynomial time 

algorithm is run by the data owner and takes the secret 

parameter sk and the original file F as input, and then 

outputs a coded block set , an authenticator set  and a file 

tag t. 

 

2.2 Disadvantages 

 

1 The cryptographic techniques for the purpose of data 

security protection cannot be directly user’s control.  

 

2 Therefore, verification of correct data storage in the 

cloud must be conducted without explicit knowledge of the 

whole data. 

 

3 Considering various kinds of data for each user stored in 

the cloud and the demand of long term continuous 

assurance of their data safety, the problem of verifying 

correctness of data storage in the cloud becomes even 

more challenging. 

 

4 This is not just a third party data warehouse. The data 

stored in the cloud may be often updated by the users. 

 

3 MODULE DESCRIPTION FOR PROPOSED 

SYSTEM 

 

3.1 User Interface 

 

 At any time user can use them.For example , the email 

service is the most popular one. Cloud Computing  is a 

concept that treats the resources as a unified entity on the 

internet.Users just use services without being concerned 

about how computation is done and storage is managed.In 

this paper, we focus on designing for 

robustness,confidentiality, and functionality in a cloud 

storage system.A cloud storage system is considered entry 

level creation for user interface in this module. 

 

3.2 Secret Key Generation 

 

The data forwarding phase, user  forwards his encrypted 

message with an identifier ID stored in storage servers to 

user such that  can decrypt the forwarded message by using 

his secret key. the secret keys of  target users, and the 

shared keys stored in key servers. 

  

3.3 File Uploading Process 
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Storing data over storage servers ,one way to provide data 

robustness is to replicate a message such that each storage 

server stores a message.The other way is by erasure coding 

to encode a message of k symbols into a codeword of n 

symbols  .Storing of these codeword is takes place in a 

different storage server. A storage server corresponds to an 

erasure error of the codeword symbol.As long as the 

number of servers is under the tolerance threshold of the 

erasure code,the message can be recovered from the 

codeword symbols stored in the available storage servers 

by the decoding process.  

 

3.4 Mail Alert Process 

  

The uploading and downloading process of the  user  is 

first get the  secret key in the corresponding user email id 

and  then apply the secret key to encrypted data to send the 

server storage and decrypts it by using his secret key to 

download the corresponding data file in the server storage 

system's  the secret  key conversion using the  Share Key 

Gen(SKA, t, m). This algorithm shares the secret key SKA 

of a user  to a set of  key servers. 

 

3.5 File Downloading Process 

 

File downloading process is to get the corresponding  

secret key to the corresponding file to the user mail id and 

then  decrypt the file data. The file downloading process  

re-encryption  key to storage  servers such that storage 

servers perform the re- Encryption Operation. the length of 

forwarded message and the computation of re-encryption is 

taken care of by storage servers. In a secure storage 

system ,Proxy re-encryption Schemes reduce the overhead 

of the data  Forwarding function significantly .  

 

4 SYSTEM ARCHITECTURE 

 

In this Application we need to register the Registration 

form and if valid user, we can able to enter our application. 

Here, user profile consists of two different interfaces. One 

is File upload and another one is File download. if user 

upload the files, the file automatically, splitted into three 

parts and it will be stored encrypted format in three 

different locations. Here for file encryption ,AES algorithm 

is used . After completing this process, if user want to 

download a file, that time also user need to login our 

application. If valid user, they have privilege to access our 

application. Now file will be searching, entered file name 

available in server means, it will go for download page. 

You’re going to click download button, our application 

required the secret key for download the file. Without 

secret key we can’t able to download. The secret key will 

be automatically generated and send to the corresponding 

file owner mail id. If owner share the key to user, that user 

can able to download file. Our file stored in encrypted 

format, it will be decrypted using AES algorithm while 

user entered secret key thenafter that file will be 

downloaded. Normally, no one can access the server, if 

hacker hack our file means, he didn’t get a full original file. 

Because it’s split & stored in different locations. In this 

system having token generation, in the sense, some user 

downloads the file, he edited the original content means, 

easily we can find out. 

 

 
              
                 Fig.1: System Architecture Design 

 

5 SECURE ERASURE CODE ALGORITHM 

 

1 Storing data in a third party’s cloud system causes 

serious concern over data confidentiality. 

 

2 Constructing a secure storage system that supports 

multiple functions is challenging when the storage system 

is distributed and has no central authority. 
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3 A threshold proxy re-encryption scheme and integrate it 

with a decentralized erasure code such that a secure 

distributed storage system is formulated. 

 

4 The distributed storage system not only supports secure 

and robust data storage and retrieval, but also without 

retrieving the data back ,lets a user forward his data in the 

storage servers to another user . 

 

5 The main technical contribution is that the proxy re-

encryption scheme supports encoding operations over 

encrypted messages as well as forwarding operations over 

encoded and encrypted messages. 

 

6 It’s stored the number of copies of a message dispatched 

to storage servers and the number of storage servers 

queried by a key server. 

 

 

6 ADVANTAGES 

 

1 Compared to many of its predecessors, which only 

provide binary results about the storage state across the 

distributed servers, the challenge-response protocol in our 

work further provides the localization of data error. 

 

2 Unlike most prior works for ensuring remote data 

integrity, the new scheme supports secure and efficient 

dynamic operations on data blocks, including: update, 

delete and append. 

 

3 Extensive security and performance analysis shows that 

the proposed scheme is highly efficient and resilient 

against Byzantine failure, malicious data modification 

attack, and even server colluding attacks. 

 

7 CONCLUSION 

 

In this paper, we have implemented the privacy preserving 

public auditing for data storage security in cloud 

computing. We have overcome third party auditor for 

auditing purposes. Here we store , share and audit our data 

into cloud in an efficient manner. So data leakage can be 

avoided from it. We have used secure erasure code 

algorithm for own auditing, it provides more security to the 

outsourced data.  
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